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This document is the software specification for the UltraSPARC virtual machine
environment. The virtual machine environment is created by a thin layer of firmware software
(the “UltraSPARC Hypervisor”) coupled with hardware extensions providing protection. The
UltraSPARC Hypervisor not only provides system services required by an operating system,
but it also enables the separation of physical resources - this allows multiple virtual machines
to be hosted on a single platform. Each virtual machine is its own self-contained partition (or
“Logical Domain”) capable of supporting an independent operating system image.

This document details the UltraSPARC virtual machine environment together with the
calling conventions and detailed specifications of the virtual machine interfaces provided to a
Logical Domain.

This document is intended for operating system and firmware engineers looking for
detailed information on the UltraSPARC virtual machine environment, as well as the merely
curious.

0.1 Related specifications

The UltraSPARC virtual machine environment consists of a combination of machine
registers described by a programmer's reference manual, and a set of software services
provided via the hypervisor APIs described in this document.

The hardware registers available within a virtual machine environment form the basis of
the hardware architecture. This architecture incorporates the Level-1 SPARC v9 specification.
However, it supersedes and extends the Level-2 SPARC v9 specification in describing the
programming model, register and exception interfaces for privileged mode software. A full
description of available machine registers is given in the UltraSPARC Architecture.

In addition to the UltraSPARC Architecture manual, processor specific details for each
UltraSPARC processor are provided in the supplemental manuals corresponding to each chip.
These manuals provide information on chip specific hardware details, such as performance
counters.

At the time of writing the latest versions of these specifications are available from the
OpenSPARC website (http://www.opensparc.org). The reader is recommended to visit the
OpenSPARC website on a regular basis for the most recent versions of these specifications.

0.2 Architect's notes

0.2.1 History
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The UltraSPARC virtual machine project was born as a small skunk works inside Sun at
the end of 2000.

One of the valuable attributes of a virtual machine environment, if designed correctly, is
the decoupling it provides between an operating system and a hardware platform. With
appropriate (and negotiable) software interfaces, old operating systems could be run on new
platform hardware and vice-versa.

Thus it was clear from an early stage any virtual machine environment for UltraSPARC
should be hosted by a Hypervisor with an interface that was primarily a software one rather
than via hardware machine registers cast in stone. This approach would come to be named in
the industry as “para-virtualization”. And, for any given generation of product the choice of
which operating system interfaces to support becomes a software support decision rather than
necessitated by hardware.
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Looking back, the most valuable component in the Hypervisor interface would prove to be
the flexibility of versioning in its API interface. Older kernels operating systems in the field
could be supported at the same time as newer operating systems expecting newer features - all
running in different logical domains on the same machine. This ability to support multiple
versions of a virtual machine interface enables greater software longevity for customers -
without the inflexibility of fixing register definitions in perpetuity. Simultaneously, it lowers
the release costs and market adoption barriers for new hardware platforms because there is
already a significant volume of tested software deployed in the field.

The opportunity to put this to the test came with the acquisition of Afara Websystems in
2001. This introduced Chip Multithreading Technology (CMT) to SPARC. The Afara design (at
the time), although based on UltraSPARC v9, had significant low-level differences from
existing Sun UltraSPARC designs. To mitigate this disparity, instead of wide-ranging
operating system (Solaris) changes to accommodate this one-off new design, Solaris was
ported to the virtual machine interface and the UltraSPARC Hypervisor implemented. All
future SPARC chips would then support the virtual machine extensions. Thus subsequent
SPARC processors could leverage the same kernel and require only hypervisor changes.

Historically Sun has named it's platform architectures after the machine's system bus; so,
“sun4m” was for the M-bus of the SuperSPARC architecture, and “sun4u” was for the UPA
bus introduced with UltraSPARC. This new virtual machine architecture introduced a
“virtual” bus with the Hypervisor hiding chip specific details, so the virtual machine
architecture was designated “sun4v”.

The Afara design morphed into the UltraSPARC-T1 processor (code named “Niagara-1")
and was successfully launched in November 2005, by which time development work on its
successor (code named “Niagara-2”) was well under way.

The utility of Hypervisor API versioning was proven during the development of Niagara-
2; systems based on these new chips were able to boot and run the same Solaris images that
ran on Niagara-1 systems.

The original UltraSPARC-T1 hypervisor code base only supported a single virtual
machine as a hardware time-to-market decision, but was quickly replaced to support multiple
virtual machines (Logical Domains).

The new hypervisor supporting multiple logical domains was launched as an upgrade for
all UltraSPARC-T1 based systems, and was incorporated into all UltraSPARC-T2 and
UltraSPARC-T2+ based systems. It was released together with Solaris operating system
support for purely virtual devices for such things as disk storage and networking.

Open source community efforts have yielded Linux and FreeBSD ports allowing
heterogeneous OS environments to be created on a single machine.

At the time of writing, the interfaces described in this specification support virtual
machines implemented on many different platforms in the UltraSPARC family, scaling to
hundreds of virtual processors, with much more to come.

0.2.2 Acknowledgments

While I'm sure there are many flaws to be corrected in future revisions, and many features
yet to come, the virtualization capability delivered with sund4v Logical Domains has already
proved itself to be an important step in the history of SPARC and Sun.

Many many people have devoted a great deal of their time to the development of this
architectural specification, and the products that implement it. It is almost impossible to
mention everyone by name. Sincerely I apologize to anyone I have erroneously neglected.
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1 Overview

This document provides the detailed interface specifications for the UltraSPARC virtual
machine environment. However, before the deep dive into the technical details, this section
aims to provide an overview of the entire architecture - the intentions behind much of the
design, and the individual components and how they operate.

1.1 Architectural requirements

We start with the foundation stone for the UltraSPARC virtual machine environment; the
UltraSPARC Hypervisor.

The fundamental need to support multiple concurrently running operating systems on the
same platform was the goal. However, the UltraSPARC Hypervisor had to meet four
architectural requirements in achieving this; security, heterogeneity, availability, and of course
high performance.

One of the significant value propositions of a virtualization solution is the ability to
consolidate multiple workloads onto a single platform and thereby increase the overall
efficiency of a datacenter. Achieving this efficiency is however a non-trivial problem - afterall
operating systems have been able to run multiple applications concurrently for decades, and
yet datacenter administrators have traditionally avoided doing so. Why?

In practice deploying an application in a datacenter often involves the careful selection
and testing of a specific operating system together with its requsite patches and tuning
parameters. Once selected, upgrades to that application or even the underlying OS often occur
on a timetable related to the application vendors releases. Consequently, in an environment
with multiple applications it is difficult to find OS versions, patches etc. that work well for all
applications, and for the same reasons upgrades have to be carefully coordinated. So, it's
usually just easier from an administrative perspective to assign a unique machine to a specific
application / task.

To deploy a OS virtualization solution into a typical data center environment for use as a
consolidation tool, the Hypervisor must be capable of supporting multiple different
(heterogeneous) operating systems.

Often it is the case that different applications are owned and run by different departments
within a corporation, or even different external customers. Consider a buggy or even
malicious OS patch installed in an operating system - while that could spell disaster for that
specific virtual machine it should still be effectively isolated from other virtual machines on
the same platform. This means that an effective virtual machine solution must provide strong
security between virtual machines. Weak security (e.g. a poorly chosen password) within one
virtual machine should not leave the rest of the machine vulnerable to attack either directly or
by denial of service.

Similarly, placing so many eggs in one basket raises the need for improved fault tolerance,
and increased availability in the event of a failure. No matter what the capability for fault
handling of an individual OS, it is only as effective as the underlying Hypervisor's ability to
report and manage faults upwards. For example, if a failing CPU can take out the entire
hypervisor, the fault is not limited simply to the virtual machine using that resource but is now
expanded to the entire machine. Clearly then an effective availability capability is required
from a Hypervisor in the event of system component failures.

Quite simply; the goal for a hypervisor is to create virtual machines that have the
attributes of classic independent machines, but consolidated onto a single platform where
resources can be shared - and for that sharing to be as efficient as possible so that the
overheads do not overwhelm the overall benefit of consolidation.
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The complete Logical Domaining solution is designed to behave as much like a collection
of independent machines as possible, even to the extent of all of the virtual machines being
able to boot, shutdown, crash and reboot independently of each other.

The remainder of this section describes the final architectural implementation to meet
these requirements.

1.2 The hypervisor and sun4v architecture
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Unlike other hypervisor solutions, the UltraSPARC Hypervisor is not booted from disk
like a traditional operating system. Instead the UltraSPARC Hypervisor is architected to be
integrated into the firmware PROM of each hardware platform, and starts up immediately
after system initialization. This approach enables chip-set specific code to be delivered directly
with each platform as it is released. No careful patching or tuning is required because each
Hypervisor is delivered with, and is specific to, a particular platform.

The traditional firmware boot loader for SPARC, (OpenBoot), is completely virtualized
and each logical domain uses its own independent copy for booting.

Key to high performance, as well as minimizing bugs and problems in the field, is keeping
the Hypervisor as simple as possible. The overall Logical Domain architecture reflects the
desire to keep features out of the Hypervisor and seat them within the virtual machines
themselves. Quite simply, fewer lines of hypervisor code mean fewer bugs, and a greater test
coverage before each platform release.

The result then is a hypervisor that provides support functions to guest operating systems
via a well defined and stable software interface. Coupled with hardware support for
protection and isolation the resultant virtual machine environment is called the “sun4v”
architecture.
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The figure above illustrates the sun4v interface provided by the UltraSPARC Hypervisor,
and its relationship to the virtualized clients that run within a logical domain.
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1.3 Privilege, isolation and virtualization

1.4 Direct I/O

In order to provide isolation and protection the UltraSPARC execution model is extended
with a hyper-privileged mode. This additional privilege level is for the hypervisor alone -
leaving guest operating systems and their applications running in more restrictive modes that
deny access to sensitive control registers and memory. The Hypervisor in turn abstracts
underlying hardware resources and exposes a subset to each virtual machine or “Logical
Domain”.

Consequently, guest operating systems within Logical Domains can only access or control
platform resources explicitly made available by the Hypervisor. Typically that access is
provided via Hypervisor API calls made by a guest operating system, where the parameters
can be checked and approved by the Hypervisor prior to being acted upon (or rejected). In a
few cases where higher performance is required (such as interrupt or timer handling)
hardware support provides specific registers accessible from within a virtual machine.

All sundv architected registers are defined to be idempotent, and hypervisor API
interfaces set or clear state explicitly rather than by side effect. These critera enable the
complete state of a virtual machine to be unloaded from machine resources, encapsulated, and
then later resurrected on different hardware resources - even on a different physical machine.
This fundamental capability allows a Hypervisor to support a range of useful feature. For
example, simple capabilities such as the time-multiplexing of multiple virtual CPUs onto a
single physical CPU, or more complex functionality such as the live-migration of a running
virtual machine from one physical platform to another.

With hardware support the Hypervisor also virtualizes memory. Physical memory is
subdivided and allocated to different domains. A unique address space is created for each
virtual machine and supported by the Hypervisor.

By not being able to address anything outside its own domain a virtual machine is
rigorously isolated from memory and memory mapped devices it does not own. Hardware
tags in the CPU translation look aside buffers (TLBs) strictly enforce the separation of these
address spaces allowing multiple virtual CPUs to be efficiently time multiplexed onto a single
physical CPU.

While the hypervisor provides APIs for basic system components such as virtual CPUs,
more complex I/O devices are handled differently.

Most modern I/O devices designed for performance have fairly sophisticated device
drivers to handle multiple functions, concurrency, complex bug work-arounds and even to
upload device specific firmware. Moreover, these I/O devices are often provided by 3™ party
vendors that have developed their own closed-source device drivers.

Consequently, the UltraSPARC Hypervisor makes no attempt to virtualize hardware /O
devices. Instead I/O devices are directly mapped into Logical Domains.

This approach is enormously beneficial on three levels;

Firstly, by avoiding a loadable device driver model, there are no possible security holes by
which a guest OS or an operator can insert buggy or malicious code into the hypervisor.

Secondly, no device specific patching or tuning of the hypervisor is required. This better
matches the stability model expected of system firmware. This is particularly important given
that many I/O devices are plug in cards from 3™ party vendors and true testing can therefore
only be achieved in the field.
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Thirdly, no loadable device driver capability means no need for a device driver
framework. This significantly reduces the size of the hypervisor and therefore the number and
range of possible bugs. For example, at the time of writing, the Solaris device driver interface
(DDI) framework contains more lines of code than the entire hypervisor source base for either
the UltraSPARC-T1 or UltraSPARC-T2 processors.

Depending on the platform hardware capabilities, devices can be mapped into individual
domains at the system bus level, the device level, or even down to functions within devices.
(The latter requires capable multi-function devices such as the UltraSPARC-T2's network
interface unit, or PCI-IOV devices). To achieve this the hypervisor relies on the capabilities of
the processor's memory management unit (MMU) to control CPU access to device registers.
Similarly, it requires the use of an I/O MMU to map and control device access to system
memory. Specifically, the I/O MMU is used to prevent one domain being able to DMA to or
from memory belonging to other domains sharing the same system.

The result is performance I/O devices being exclusively assigned to specific logical
domains. The guest operating systems running in those domains have direct access to the
device registers and can configure device operations such as DMA activity. DMA mappings
for the I/O MMU are configured using hypervisor APIs so that addresses specified can be
validated by the hypervisor.

Privileged Mode

( Logical Domain

Logical Domain owns
PCI root and tree
Device driver has direct
access to device
registers
Device driver calls into
Nexus driver to control
1/0 MMU mappings for
DMA activities

Hyper Privileged Hypervisor Virtual Nexus I/B
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Hardware
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Device interrupts and system bus errors are directed from I/O devices via the hypervisor
to virtual CPUs in a virtualized form. This enables the hypervisor to remap, suspend or
context switch virtual CPUs on physical CPUs without risk of device interrupts being lost.

Thus domains with 1/O devices can have direct control over those devices when
performance is required. Furthermore, guest operating systems do not require special device
drivers to run in logical domains and can continue to use the device driver frameworks they
already have. This even allows legacy devices and drivers from non virtualized systems to be
used. And finally, system administrators do not have to change their procedures when testing
and patching of their operating systems to deal with 3™ party devices.

This model is the basic building block for all I/O in a Logical Domain system. However, it
is insufficient when there are more logical domains than physical I/O devices available for
use. To overcome this restriction, the architecture requires that some of the logical domains
that are assigned physical I/O devices act as proxies on behalf of the other domains. For this to
work the domains need to be able to communicate.

1.5 Logical Domain Channels

A logical domain channel (LDC) is a point-to-point, full-duplex virtual link created
between domains by the hypervisor. LDCs provide a data path, a means to share memory and
a mechanism to deliver asynchronous interrupts between domains.

The most basic communication mechanism is the delivery of short (64byte) datagrams
along a logical domain channel. Guest operating system code can build higher level protocols
for larger packet and reliable communication. Thus the complexity for sophisticated domain-
to-domain protocols remains with each guest operating system, leaving the hypervisor to
implement only the most basic transport mechanism.

In addition to the short message delivery capability, one domain can export memory to
another directly for sharing. With a direct shared memory interface both domains can then
communicate as fast as the implemented protocol and memory subsystem bandwidth will
allow. Direct I/O devices can be configured to DMA directly to/from memory imported from
or exported to another domain. Either domain can revoke the shared memory mapping at any
time, and domains can only access the memory of another domain that has been explicitly
exported to them.

1.5.1 Stateless connections

Logical Domain Channels may be closed by either domain, or by the hypervisor at any
time. It is expected that guest operating systems utilizing LDCs are able to handle the arbitrary
closure and re-connection of an LDC. After an LDC closes, if the connection comes up again, a
guest operating system must re-negotiate the communication protocol without assumptions
about the domain on the other side of the link.

This requirement is by convention and not enforced by the hypervisor, however it is
specified in order to support the dynamic re-configuration of system services wherein a
domain's LDC may be disconnected from one service and re-connected to a different service.
A prime example of this is in the case of live-migration, where a domain is moved from one
box to another and subsequently connected to new support domains on the new box.

Therefore domains utilizing LDC connections must be able to recover from a reset (closed
and opened) connection by re-negotiating protocol interfaces and be able to re-submit any
pending transactions.
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1.5.2 LDC security

Security is a paramount concern with any communication mechanism. In particular, the
problems traditionally associated with networks of machines have been architected out -
namely; information leakage, authentication, faked credentials and denial of service attacks.

Unlike more general purpose communication mechanisms such as the Internet Protocol
(IP), the hypervisor Logical Domain Channel APIs provide no capability for a domain to open
a connection to another domain. LDCs can only be created by the system “Domain manager”
(which we discuss later). Without a means to establish their own connections, domains do not
have to deal with problems of addressing, connection management and authentication. A
rogue domain cannot randomly connect to another domain. There is no mechanism by which
to undertake activities like port scanning.

If a LDC exists between two domains it had to have been created by the administrator for
a specific named purpose (for example a virtual disk interface), and both sides of that
connection are clearly informed of the role they are expected to play. As LDCs are simple
point-to-point connections there is no risk of information leakage to other domains via
snooping techniques. Denial of service attacks ars easily closed off by a recipient domain by
simply ignoring the rogue LDC - traffic from other domains cannot be blocked since it arrives
by separate point-to-point LDCs.

This unconventional approach to interconnecting domains is made possible because the
virtual machines all execute on the same shared memory system. Higher level protocols such
as TCP/IP are expected for use between applications in different domains or for in and out of
box communication.

1.6 Machine descriptions

Operating system code running within a virtual machine environment needs a means to
discover the resources that are available within that environment. On traditional non-virtual
machines hardware resources are typically probed for, which is an exhaustive process of
testing hardware registers and waiting for lack of response or bus errors to indicate that
suspected hardware is not in fact present.

In a para-virtualized world, there is no need to go through this arcane process to discover
available resources. A simple hyprvisor API provides a detailed description of the resources
within the virtual machine. This description is called a “Machine Description” (or “MD”) and
is a one-stop catalog of every resource a guest operating system has available.

Asside from the basics such as CPU and memory map details, a domain's MD also
contains detailed relational information about resources, such as NUMA latencies and the
sharing between caches in the memory system heirarchy.

Some of the information provided in the MD is mandatory, and the rest is typically
advisory to be used for performance optimizations.

The key advantage of storing this information with the hypervisor is that it is always
retrievable by a domain. This avoids any bottle-necking on a “master” domain to disseminate
the information. This allows for a simultaneous parallel boot after power-on of all logical
domains in a system without the single-point-of-failure that a master domain would introduce
into the boot process.
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1.7 Virtual I/O

Direct 1/0O is the foundation model for I/O access in a Logical Domain system. However,
it is possible to create more domains than there are physical 1/O devices. In order to support
sharing of I/O devices for virtualization, we enable some domains with direct I/O access to
act as proxies on behalf of other domains.

Communication between client and proxy domains is achieved using a high level
negotiated protocol over a dedicated LDC between domains. This document details the
protocols currently in use between domains for proxy services such as disk and networking
I/O. These protocols are not in anyway enforced by the hypervisor, and are a convention
between domains.

As illustrated below a domain acting as a proxy for I/O is assigned a physical I/O device
for direct access. For this reason it is defined as an “IO domain”. The domain runs the
appropriate device driver for the specific hardware device.

(" : ; ) 4 : : )
Logical Domain A Service Domain

Virtual Device
Driver

Hypervisor

Virtual Device
Service

PCI-Express

The domain also runs a proxy service responsible for exporting an abstracted form of the
device to other client domains. For this reason it is also designated as a “Service domain”.

Note: There is no requirement for a “service domain” to also be an “IO domain”. For
example, a service domain may provide a virtual network switch to other clients without
requiring a physical connection outside of the box - thus the domain may have no IO domain
capability. (We will cover domain roles later in this section).

The proxy service run by the service domain receives I/O requests from each of its client
domains, and is responsible for servicing those requests on behalf of its client. For example, a
disk read request is sent to the service domain from its client. The LDC framework delivers the
request to the service proxy in the service domain, the proxy is then responsible for
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deciphering the request and utilizing an IO device driver to schedule the request as
appropriate. Once complete the proxy service then acknowledges completion back to the client
domain.

1.7.1 Abstraction

Typically the communication protocol for a given service is highly abstracted and agnostic
with regard to the physical device in the actual IO domain. For example, the disk server
deployed with Solaris 10 uses internal Solaris interfaces to access an underlying storage
medium on behalf of its clients. This enables storage bits to be provide by many different
sources such as a disk, or a file or a RAIDed volume - all of which is abstracted and invisble to
the client at the other end of the LDC channel. The client instead sees is a disk service capable
of reading and writing disk blocks according to the abstracted protocol.

This abstraction has enormous advantages when deploying multiple domains on a single
system. For example, instead of a dedicated boot disk for each virtual machine, a simple file on
a RAID protected filesystem can be used on the IO domain to store the boot disk images of
each of the client domains. Backup of the domains then becomes a simple matter of backing
up the files on the IO domain.

1.7.2 Stateless connections & multi-pathed I/O

Following the requirements of the underlying LDC infrastructure, all virtual device
protocols should be designed to be stateless or transactional. This allows for a LDC channel to
be arbitrarily broken and reconnected (possibly to a different 10 service). This functionality is
expected by the domain manager, and is relied upon to support resiliency, live migration and
dynamic fail-over of system services.

For example, in the basic proxy configuration illustrated above, if the service were a
virtual disk service, and the service domain were to panic, (perhaps due to a hardware fault or
buggy driver), the client domain would observe the LDC being reset and wait until the
channel came back up again. Once the service has reestablished itself on the LDC, the client
could re-negotiate the service capabilities and re-submit any uncompleted transactions.

The subtlety here is that the client domain was unaffected by the failure and rebooting of
its service domain. This mirrors how the client and server model would function if provided
on two physically separate machines. Another way to view this is as a means to harden 1O
devices and drivers that are prone to catastrophic failure by restricting them to their own
domain.

In a more complex configuration, a multi-path arrangement of I/O domains could be
provided as illustrated below;
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In this example, a client domain (2) has access to an external network via two service 10
domains. Assuming the client domain's operating system can support this kind of multi-
pathed I/O, the configuration allows for the failure of almost any part of the system up to the
client domain itself. Traffic can be easily diverted via the service domain on the right if the
hardware (or operating system) in the service domain on the left should fail. In addition,
because the protocol is designed as stateless, a service action (e.g. card swap or reboot) could
bring the domain on the left back on line again - after which traffic from the redundantly
connected client can be load balanced back.

It is easy to see with this infrastructure, how even scheduled outages can be avoided. For
example, because the protocols are re-negotiated, a rolling service domain upgrade could be
implemented first by upgrading and rebooting first the left and then the right service domain
without loss of external connectivity.

This simple set of requirements, implemented by the virtual device protocols, allows for
some very ingenious and robust virtual I/O infrastructures to be created. Thus not only can
physical I/O devices be shared by multiple domains, but greater robustness and flexibility can
be achieved using this kind of virtualization.

1.7.3 Virtual disk services

The virtual disk protocol defined in this specification assumes the stateless behavior
described above. A straightforward LDC is created between the service domain and the client
domain by the domain manager. The disk proxy service then slavishly responds to requests
from the client.

In the same way that a service domain can support multiple client domains, a client
domain can be configured to utilize multiple service domains. If supported by the client
domain's operating system, this multi-pathed configuration can be used for redundant access
to storage as described above.
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1.7.4 Scalable virtual networking services

The virtual networking protocol defined in this specification allows for a full layer-2
ethernet network switch to be created in a service domain. This switch can also be configured
with multiple upstream ports (utilizing direct IO interfaces), or be configured to communicate
with the local kernel for higher level routing or firewalling functionality.

Each of the client domains of the networking switch has a LDC to the service domain. In
the most basic incarnation, network packets are sent by a client domain to its virtual network
switch, that then forwards those packets to the appropriate destination. The destination may
be upstream or simply another domain in the same machine.

The switch service protocol also provides broadcast and multi-cast functionality, as well as
VLAN tagging support.

For larger machines, where many domains may be consolidated’, it is possible that most of
the communication occurs between domains on the same machine. In this scenario simply
forwarding packets back and forth via the service domain is remarkably inefficient. The switch
must inspect each packet it receives to determine its destination. Without hardware
acceleration this uses CPU resources in the service domain for packets remaining within the
physical box.

To improve on latency and lower this overhead expenditure, the virtual networking
protocol supports the creation of a distributed switching capability. Where possible, LDCs are
created to fully connect all domains that are associated with the same switch. In this way most
of the switching burden is moved to the client domain sending the packet. If the destination
MAC address of a packet is to a domain with which the guest has a direct LDC link the packet
is sent over that link rather than via the switch.

This fully connected distributed switching capability is only possible because the domains
are running on a shared memory platform where LDCs are essentially a software creation
rather than a scarce hardware resource.

With this capability, the service domain hosting a virtual network switch typically only
requires resources to handle broadcast, multi-cast or upstream packets.

1.7.5 Virtual IO Limits

There are no architectural limits on the number of services a domain can provide, or on
the number of clients that can be serviced. In reality, system resources typically limit practical
implementation. Service domains should be sized to accommodate required load and
responsiveness. As the virtualized 10 is operating by proxy sufficient CPU and memory
resources will be required by a service domain to accommodate the load generated by its
clients.

This provisioning does not have to be static; if the guest OS in a service domain supports
dynamic reconfiguration (“DR”) (see later) then resources can be dynamically added or
removed in response to changing loads. It is recommended that operating systems supporting
DR are utilized for service domains to provide flexibility in resource assignment and to avoid
having to over-provision service domains to accommodate worst-case scenarios.

1.8 Hybrid I/O

For certain I/O devices, for example the in-built network interface unit (NIU) of the
UltraSPARC-T2, the underlying hardware consists of multiple functions. In these NIU case
these functions are DMA engines for networking traffic. The intention behind multiple

1 A UltraSPARC-T2 machine may have 256 CPUs supporting many 10s of logical domains
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functions is to enable spreading the packet processing load between multiple CPUs - this is
important for a unit providing two 10GB/s Ethernet ports.

The direct I/O model allows control of the NIU from a single logical domain where it can
be exported as a virtual network interface to other client domains using the virtual I/O model
described earlier.

To improve performance the hypervisor also supports a coupled capability, where the
device is managed like the virtual I/O model, but with some registers of each device function
exported to client domains for higher performance direct 1/O access. The combination of a
Virtual I/O model with a Direct I/O model for a device is called Hybrid I/O.

The Hybrid I/O model uses the virtual I/O model for device management; in particular
the receipt and handling of errors in common device infrastructure. However in addition,
direct I/O access is allowed by each client domain to its own subset of the physical device
registers. This provides for a higher performance I/O capability without having to use a proxy
service.

Physical I/O functions are typically limited to fewer than the possible number of client
domains. Therefore, the Hybrid infrastructure is designed to allow a dynamically configurable
fall-back to a purely virtual I/O model when hardware functions are needed by other
domains. In this way the service domain in a Hybrid I/O model acts as a scheduler for I/O
resources switching its client domains between the Virtual and Hybrid modes of device
interaction depending on service needs and resource availability. For example, initially 8 DMA
engines may be split evenly between 7 client domains and the service domain itself. If another
client domain suddenly experiences a high traffic load, all the 7 client DMA engines may be
withdrawn and re-assigned to the high load domain.

1.9 Logical Domain Manager

As discussed earlier the hypervisor was architected to be as simple as possible - it provides
the machine specific core virtualization functionality and acts as the strict security enforcer
between domains.

Management of logical domains requires a set of administrative interfaces (both user and
machine) as well as code to ensure correct reconfiguration of the system when domains are
created, changed or removed.

To avoid complexity in the hypervisor, this administrative functionality was consigned to
an application called the Logical Domain Manager capable of being run on any POSIX
compliant guest OS.

The Logical Domain Manager controls the hypervisor and all of the supported logical
domains. It provides control interfaces for CLI or automated management interfaces. And,
most importantly, it is responsible for the assignment of physical resources to logical domains.

The Logical Domain (LDom) Manager communicates with the hypervisor via a special
LDC endpoint called the hypervisor control (“hvctl”) channel. The LDC endpoint is exposed
to the user-level Domain Manager via a kernel driver. This LDC endpoint is only accessible
from a domain that has been assigned the privilege to control the hypervisor. This is
designated the Control Domain.

Other than the Control Domain, no other domain has access to a hypervisor control
interface. Since there is no access to a Logical Domain Manager either, other domains in the
system are not able to reconfigure the virtual environment or potentially disrupt the machine.
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This ensures the strictest possible security for the virtualization control point. Security
weaknesses can only be introduced by the system administrator by poor configuration choices.
These issues are no different than with any conventional non-virtualized network(s) of
machines, and should be familiar to experienced administrators.

1.9.1 Domain roles

From the hypervisor's perspective all domains are the same. We introduce terms
describing roles and capabilities only to aid descriptive text. Each and every domain can have
one or more of the following roles;

1.9.1.1 IO domain

An IO domain has been granted direct access to one or more I/O devices. Typically this
provides a limitation on this domain that curtails live-migration to another box unless the
guest OS software also supports the ability to dynamically remove the I/O device(s) in
support of migration. The LDom Manager should automatically detect and sequence this as
required.

1.9.1.2 Service domain

A service domain provides a virtualized (virtual or hybrid I/O) service to other domains
in the system. This may be for disk storage or networking, or other future services. A service
domain can also be the client of another service domain. Indeed two service domains can even
be each other's client and service respectively. The designation of service domain merely
indicates that there is a dependency relationship on this domain by another client domain.

A service domain is often also an IO domain - to provide access to external I/O resources -
this is not a requirement. A domain can provide services purely to other clients within the
system. For example, a service domain can provide a virtual network (switch) for a number of
client domains entirely within the box. For this, no external network interfaces are required,
and no need to assign an IO capability.

A service domain can also be the client of another domain's service. For example, a
firewall domain may provide a virtual network switch to it clients and at the same time
employ a virtual network interface as its upstream link.

1.9.1.3 Control domain

In concrete terms a Control Domain has been granted access to the hypervisor's control
interface. If capable of running the Logical Domain Manager it may control and reconfigure
the hypervisor and effectively the entire system.

1.9.2 Domain dependencies

A system administrator can define domains to be as dependent or independent of each
other as desired within the constraints of available hardware resources.

For example, a very simple configuration of two domains each with direct IO access to its
own devices effectively behaves as two entirely separate machines. Essentially these domains
can be considered as sharing only the system chassis, power supply and are susceptible only to
the most catastrophic of system errors.

At the other end of the spectrum, it is possible to configure all guest domains to have a
dependency on a single domain that functions as a combined 1O, service and control domain.
Even in this extreme single point of failure scenario, this single domain should not crash any of
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the other client domains if it fails,. Moreover, if it can be rebooted and brought back online the
dependent clients should be able to recover.

Key to this is the lack of dependency other domains have on the control domain. The
control domain is not required for other guest domains to (re)boot, and can itself be rebooted
without affecting any other domains in the system. However, if configuration changes to the
hypervisor are required this must be done using the control domain.

From the hypervisor's perspective, there is no special quality or differentiated
functionality a role imbibes a domain. Thus, any and all domains can be shutdown,
reconfigured or restarted at any time.

The only system dependencies that exist are created by the system administrator in the
configuration of client and service domains. As described earlier the failure of a service
domain will exhibit only a temporary outage to a client domain if that service domain can be
brought back online. In other words the client does not have to be rebooted with the server.
And, if resilience against even temporary outages is sought, mutli-pathed configurations can
be created with a single client utilizing two or more service domains.

1.9.3 Domain manager operation

A full description of the internal workings of the Logical Domain Manager is worthy of its
own document, and certainly beyond the scope of this one. However it is useful to briefly
discuss how the domain manager functions, and how it interacts with each of the logical
domains it manages.

A high-level view of the LDom manager is illustrated below.
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The LDom manager is a user level application responsible for coordinating and allocating
the physical resources of its platform and reconfiguring the hypervisor's internal security
rules.
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There are two core components to the LDom manager; the LDom controller responsible
for domain management and resource assignment decisions, and the the LDom sequencer
responsible for sequencing the steps necessary to effect any changes to the overall system.

Typically a system administrator will use a command line or higher level control
application to instruct the LDom manager to make configuration changes or to query the state
of the virtual machine environment. This is done using a simple TCP/IP socket connection
with the control protocol being encapsulated within an XML schema.

The LDom controller receives instructions from its control interfaces and acts upon them
using an internal database of resources and domain configuration requirements. The database
module itself contains the complete physical resource inventory (“PRI”) of the machine. This
inventory is determined by the reset and configuration code run while the system is powering
up and retrieved either from the external system controller (or possibly the hypervisor) over a
LDC. The PRI itself is in the same binary form as a guest machine description. Although it
contains only physical resource information it forms the basis template used to construct the
virtual machine descriptions provided to each of the guest domains.

1.9.3.1 Constraint engine

At the heart of the the LDom controller is a constraint engine that assigns resources to
domains based upon configuration requirements provided by the administrator. Typically
constraints are provided at a high level, such as “5 cpus” and “1GB of memory”, leaving the
constraint engine to pick the most suitable resources using default heuristics appropriate to the
platform.

For example, cache sharing information from the PRI can serve to guide the constraint
manager in selecting available CPUs that share the same cache for a domain. At the same time
it will try to select CPUs that do not share caches with other domains so as to minimise cache
interference effects between domains.

If allowed to, by configured constraint rules, the constraint engine may also reconfigure
other existing domains to better balance resources in the system.

New configurations are described by new machine descriptions generated by the LDom
manager. Each affected domain receives an updated machine description, and the hypervisor
is given an update to its hypervisor machine description.

1.9.3.2 Transactional updates
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All machine descriptions are downloaded to the hypervisor from the domain manager in a
transactional fashion, ensuring that the end state of any reconfiguration operation is either the
complete resultant state, or the previous stable state in the case of a configuration error.

By enforcing this transactional model with the LDom manager, the Hypervisor can protect
itself from unstable or incomplete reconfiguration operations.

Moreover, should the Control Domain fail (crash) part way through a reconfiguration
operation, the hypervisor will be left in the previously defined stable state - as if the failed
reconfiguration operation had never been attempted.

In the event that the Control Domain or LDom manager do fail, once restarted the LDom
manager can retrieve the complete current running state of the virtual machines and available
resources from the hypervisor. This key feature enables the control domain to be rebooted
arbitrarily without killing or affecting any of the other running domains in the system.



Hypervisor API Revision 2.0
May 29, 2008

1.9.3.3 Sequencer

After resources are allocated, the LDom controller binds them to the configured domains.
Once this step is completed the domain manager proceeds to notify the hypervisor and
(appropriate) domains of the change in configuration to the system.

These notifications are delivered via back-end drivers that communicate via LDC to the
hypervisor and to live guest domains. Care has to be taken to notify the different parties in the
correct order and to ensure correct completion of the transactional model described above.

To achieve this a sequencer in the LDom manager controls the update steps taken during
the reconfiguration operation.

For example, adding a CPU to a domain requires first notifying the hypervisor to make the
new CPU resource available. Upon completion the domain manager notifies the guest OS in
that domain of the availability of the new resource.

A more complex example is the creation of a domain; again the hypervisor is notified first
to ensure that the domain is created and resources correctly assigned. Then, any service or
other client domains have to be notified to ensure they are aware of the new domain's
existence.

Removing resources typically occurs in reverse order, first notifying domains that
resources are going away, and when safe notifying the hypervisor to complete the resource
reconfiguration.

1.10 Domain service infrastructure

Aside from fundamental services like virtual IO devices, LDCs are also used to connect
domains to the domain manager and to other system services.

These channels operate using a “domain services” protocol described later in this
document. This protocol enables a domain to advertise its capabilities to the domain manager
and to provide non virtual IO services to other domains.

For example, most operating systems cannot easily recover from the unexpected loss of a
CPU. So if an operating system is capable of supporting dynamic reconfiguration of CPUs it
can announce this capability to the domain manager using the domain services protocol. This
serves two purposes; firstly to notify the domain manager that dynamic CPU reconfigurations
can be undertaken on this domain while it is running, and secondly to provide a request
protocol from the domain manager to the guest to cleanly stop using a CPU resource prior to
its removal.

Domain services are negotiated using a common versioned registration protocol, allowing
domains to dynamically advertise any reconfiguration operations they are capable of
supporting. If a service is not advertised by a domain, the LDom manager infers that it is not
safe to undertake the corresponding reconfiguration operation while the guest is running.

Similarly, domain services provide additional proxy capabilities to the domain manager.
Thus the domain manager can remotely query domain performance statistics, request reboots
or shutdowns. Also, the domain can request changes to its environment variables.

1.11 OpenBoot firmware

Unless otherwise configured for a domain, a virtualized OpenBoot firmware image is
provided to each logical domain as it starts. This enables initial loading and execution of an
operating system, diagnostic programs, and the ability to configure boot time parameters.
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The retention of the OpenBoot command line interface is to maintain compatibility with
existing non-virtualized systems. However, for most administrators boot parameter
configuration is more easily done when configuring a domain using the LDom manager rather
than starting and then logging into the domain's console.

1.12 Error Handling
Handling errors in a virtualized environment poses a number of interesting problems.

Typically errors are delivered via platform specific hardware registers, and correspond to
specific hardware resources.

Only the hypervisor can capture these errors, decipher them, and direct them to the
affected domain (or worse-case domains) for further recovery.

Ignoring errors often leads to deeper problems such as data corruption. Simply crashing
or panicing is not acceptable for a hypervisor that supports multiple virtual machine
environments.

The UltraSPARC Hypervisor typically performs the first stage of triage on received errors,
collecting the error information (recording for later analysis on the system controller) and then
converting this into a virtualized form for delivery to affected domains.

Errors corrected by hardware are typically not reported to affected guest domains. Instead
they are recorded for chronic analysis on the system controller. Abnormal correctable error
rates can result in the domain manager taking corrective action to avoid using a system
resource. For example, CPUs or memory can be pro-actively offlined before they fail.

Uncorrectable errors typically result in some form of data damage. This may be in critical
data, (e.g. a kernel data structure), or unused data (e.g. a free page pool) for a guest operating
system. The hypervisor does not know which errors are critical and which are irrelevant, so it
reports all uncorrectable errors to the affected domains in a virtualized form.

Use of virtualized error reporting serves two purposes;

Firstly, a guest OS only knows about its virtual resources, not the underlying physical
ones. So when reporting a memory error, the hypervisor simply identifies the region of the
guest domain's address space that has become corrupted.

Secondly a guest OS may very well be older than the hardware it is running on. Supplying
hardware specific data such as ECC syndromes to a guest operating system is pointless as that
OS most likely will not know what to do with the information. Consider a message of the
form: “warning temperature 72 degrees”. Without knowledge of the physical hardware, is this
a warning of something being too hot or too cold? To avoid these problems error messages
have a more precisely defined semantic meaning. For example; “warning: too hot”, or “data
corrupted between address X and address Y”.

The information provided to a guest OS is designed to enable the quarantining of affected
resources. For example, the off-lining of a corrupted memory page, or at least the (semi)
graceful shutdown of the guest OS itself.

Errors can occur as a direct result of a domain action (e.g. a CPU write to memory), or be
detected in the background (e.g. via a memory scrubber).

For this reason the hypervisor further categorizes errors into “resumable” and “non-
resumable” forms; meaning “after receipt of this error message you can resume what you
were doing”, or “you cannot complete what you were doing respectively”.

Page 24 of 293



Hypervisor API Revision 2.0
May 29, 2008

1.13 Advanced LDom features

The architectural design of logical domains technology translates into unique capabilities
beyond platform virtualization. Logical domains include advanced features that help
enterprises ease software migration, simplify reconfiguration of hardware resources, and
improve application isolation.

1.13.1 Dynamic reconfiguration

Spikes in demand and changing business needs cause individual IT services to use varying
amounts of compute capacity over time. The Logical Domains Manager enables
administrators to optimize use of compute resources by modifying the number and type of
virtual resources, including CPU, memory, and I/O devices assigned to a logical domain.

The ability to do this is a function of a guest OS's capabilities. However, the domain
services mechanism, described earlier, provides an extensible mechanism for a guest to
describe those capabilities to the domain manager.

Where the guest OS itself cannot support a dynamic reconfiguration operation, the LDom
manager can still support reconfiguring the domain during a reboot of that guest OS. This
does not impact any of the other virtual machines in the system. This technique is called
“delayed reconfiguration”, and hypervisor updates to a domain's configuration are delayed
until the guest OS in that domain shuts down its virtual machine.

1.13.2 Logical domain migration

As mentioned earlier in this section the virtual machine architecture and interfaces have
been designed to allow the complete capture of a virtual machine state. This enables a running
guest operating system to be frozen and then saved, to be thawed later, or migrated while still
running to a different physical machine.

The emphasis on state-less transactional interfaces enables guest domains to be re-bound
to new resources arbitrarily. This mechanism is leveraged when moving or saving logical
domains.

It falls to the domain manager(s) to ensure that appropriate resources are available at the
destination prior to live-migrating a logical domain, but once that determination has been
made the operation can proceed until completion.

Snapshots of running domains can be taken to support rapid roll-back or rapid reboot in
scenarios where high-availability is paramount. Even for basic domain deployment, a pre-
booted snapshot of a domain can be brought online rapidly without having to wait for a guest
OS to boot. Dynamic technologies like DHCP can be leveraged to ensure that unique domain
characteristics such as host names or IP addresses are dynamically assigned once a “vanilla”
snapshot image is started.
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2 Hypervisor call conventions

Hypervisor API calls are made through the use of a trap (Tcc) instruction using
sw_trap_numbers 0x80 and above. The calling convention has two forms; fast-trap and hyper-
fast-trap. The principle difference between these two forms is whether the function number is
passed in a register or is encoded in the trap instruction itself. The latter is the faster form, but
has a limited number of possible functions, and is therefore reserved for performance critical
operations only.

2.1 Hyper-fast traps

This trap mechanism encodes the API function number (0x80 + a 7bit value) in the Tcc
instruction's sw_trap_number itself, and therefore provides the fastest possible method of
reaching the actual function implementation. The calling convention is as follows:

Register Input Output
%00 argument 0 return status
%01 argument 1 return valuel
%02 argument 2 return value2
%03 argument 3 return value3
%04 argument 4 return value4

All arguments and return values are 64-bits unless explicitly stated by the description of a
specific API service. Further arguments may be passed in memory, as defined on a per
function basis.

2.2 Fasttraps

Fast traps are the preferred mechanism for hypervisor API calls. Fast trap API calls
primarily use sw_trap_number 0x80 in the Tcc instruction, with the required function number
provided as a 64bit value in register %05. The calling convention is as follows:

Register Input Output
%05 function number undefined
%00 argument 0 return status
%01 argument 1 return value 1
%02 argument 2 return value 2
%03 argument 3 return value 3
%04 argument 4 return value 4

All arguments and return values are 64-bits unless explicitly stated by the description of a
specific API service. Further arguments may be passed in memory, as defined on a per
function call basis.
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2.3 Post hypervisor trap processing
The following convention is used, unless explicitly described for a particular API service:

« All API services resume executing at the next logical instruction after the service trap as
with a done instruction.

+ All sun4v defined registers are preserved across an API service except as explicitly stated
below;

+ Registers providing arguments to an API service (including the function number
%05 for fast traps) should be considered volatile, and their values upon return are
undefined unless they are explicitly specified on a per-service basis. Registers not
used for passing arguments or returning values are preserved across the API
service.

+ Upon return from the API service, the returned status is given in register %00. A
value of zero in %00 indicates successful execution of the API service, all other
values indicate an error status (as defined in section 31.5).

« If an invalid sw_trap_number is issued, or if an invalid function number is specified, the
hypervisor will return with EBADTRAP (as defined in section 31.5) in %00.

+ All 64 bits of the argument or return values are significant.
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3 State definitions

3.1 Guest states
Each virtual CPU can have one of three different states:

CPU is stopped, not executing code, and may be started via the cpu_start API service

Stopped
Running CPU is executing
Error CPU is in error, and no longer executing code

The relationship of these CPU states and hypervisor services may be summarized with the

state diagram below:

cpu_stop

Stopped @ cpu_yield

cpu_start

reset
mach_exit
mach_sir

error
indication

3.2 Initial guest environment
The initial state of each sundv virtual CPU is defined in the Sundv Architecture
Specification. Initial register state is duplicated here together with initial register configuration

performed by the hypervisor for completeness.

3.3 Privileged registers
Initial Value

Register(s)

Yocwp 0
%cansave NWIN-2
%cleanwin NWIN-2

%canrestore 0
%otherwin 0
J%wstate 0
%pstate all 0 except pstate.priv=1, pstate. nm=tso
Jotl MAXPTL (2)
%gl MAXPGL (2)
%pil MAXPIL (0xf)
%tba current rtba

Yott POR
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Register(s) Initial Value
%gl-%g7 0
%i0[%cwp] real address of startup memory segment
%il[%cwp] size of startup memory segment
%i2-%i7[ %cwp] 0
%10-%i7[all other windows] 0
%10-%17[all windows] 0
%d0-%d62 Binary 0
Yofsr 0

Ancillary State Registers

asr25 (%stick_cmpr)

Internal memory-mapped registers

Register(s) Initial Value
asr0 (%y) 0
asr2 (%ccr) 0
asr3 (%asi) ASI_REAL
asr4 (%tick) >0, npt=0
asr5 (%pc) current pc
asr6 (%fprs) 0
asr19 (%gsr) 0
asr22 (%softint) 0
asr24 (%stick) >0, npt=0

0 with interrupts disabled (bit 63=1)

ASI_SCRATCHPAD, VA=0x20
ASI_SCRATCHPAD, VA=0x28
ASI_SCRATCHPAD, VA=0x30
ASI_SCRATCHPAD, VA=0x38
ASI_MMU, VA=0x08 (primary ctx)
ASI_MMU, VA=0x10 (secondary ctx)

Register(s) Initial Value
ASI_SCRATCHPAD, VA=0x00 0
ASI_SCRATCHPAD, VA=0x08 0
ASI_SCRATCHPAD, VA=0x10 0
ASI_ SCRATCHPAD, VA=0x18 0

0if implemented
0if implemented

0

ASI_MMU, VA=0xn08 (for valid {n} > 0)
ASI_MMU, VA=0xn10 (for valid {n} > 0)
ASI_QUEUE, VA=0x3c0 (cpu mondo head)

ASI_QUEUE, VA=0x3c8 (cpu mondo tail)
ASI_QUEUE, VA=0x3d0 (dev mondo head)

o ol o oo o o©
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Register(s) Initial Value
ASI_QUEUE, VA=0x3d8 (dev mondo tail)

ASI_QUEUE, VA=0x3e0 (res. error head)

ASI_QUEUE, VA=0x3f0 (nres. error head)

0
0
ASI_QUEUE, VA=0x3e8 (res. error tail) 0
0
0

ASI_QUEUE, VA=0x3{8 (nres. error tail)

3.3.4 CPU-specific Registers
Platform specific performance counters will be configured such that exceptions/interrupts
are disabled.
3.4 Other initial guest state
MMU state is disabled.
MMU fault status area location is undefined.
TSB info is undefined.
All queue base addresses and sizes are undefined.
One CPU is placed into the running state, all other CPUs are in the stopped state.
Initial guest soft state is set to SS_TRANSITION, with an empty (NUL) description string.
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4 Addressing Models

4.1 Background

This section defines the sun4v memory management architecture. The intent is to provide
a memory addressing capability for a virtualized architecture at the same time removing the
explicit dependence on hardware mechanisms for virtual memory management. Mechanisms
are provided to privileged mode to manipulate the memory made available, and in turn to
virtualize and make that memory available to non-privileged mode processes.

4.2 Address types

The sundv architecture has two address types, as in legacy architectures. The main
difference is that virtual adresses are translated to real addresses, as opposed to being translated
to physical addresses. This change is made in order to enable the segregation of physical
memory into multiple partitions.

Virtual addresses are translated by an MMU in order to locate data in physical memory.
This definition is unchanged from current systems for nonprivileged and
privileged mode addresses.

Real addresses are provided to privileged mode code to describe the underlying physical
memory allocated to it. Translation storage buffers (TSBs) maintained by
privileged mode code are used to translate privileged or nonprivileged
mode virtual addresses into real addresses. MMU bypass addresses in
privileged mode are also real addresses.

4.3 Address spaces

Address spaces are unchanged from UltraSPARC-1. Primary and secondary virtual
addresses are associated with context identifiers that are used by privileged code to create
multiple address spaces.

4.4 Address space identifiers

Instructions can explicitly specify an address space via address space identifiers. All the
SPARC v9 ASI definitions are unchanged for sundv, and a number of new ASIs are also
defined. ASIs related to memory management are described below:

ASI # ASI Name
0x14 REAL_MEM
0x15 REAL_IO
Ox1c REAL_MEM_LITTLE
Ox1d REAL_IO_LITTLE
0x21 MMU

4.4.1 ASI0x14 & Ox1c : REAL_MEM{_LITTLE}

This ASI provides privileged mode access to cached memory using a real rather than
virtual address. For this access the context id is unused. A nonresumable_error trap occurs if the
access cannot be completed.
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442 ASI0x15 & 0x1d : REAL_IO{_LITTLE}

This ASI provides privileged mode access to uncached memory addresses using a real
rather than virtual address. For this access the context id is unused. A nonresumable_error trap
occurs if the access cannot be completed.

4.4.3 ASI0x26 & 0x2E : REAL_QUAD{_LITTLE}

This ASI provides atomic access to 16 bytes of data using real addresses. A
mem_address_not_aligned trap is taken if the address is not 16 byte aligned.

4.4.4 ASI0x21: MMU

The sun4v MMU interface consists of the following registers:

Register Address
PRIMARY_CONTEXTn 0xn08
SECONDARY_CONTEXTn 0xn10

These registers are used for the primary and secondary context values utilized by the
processor TLB for distinguishing address space contexts. The number of primary and
secondary context registers provided is implementation dependent subject to the following
rules:

1. The number of primary context registers must be the same as the number of secondary
context registers.

2. The context registers must start with n=0, and be arranged sequentially without gaps. So,
for example with 4 registers, n=0,1,2,3.

3. The number of bits provided must be the same for all context registers.

4. For ease of programming, a write to PRIMARY_CONTEXTO causes the same context value
to be written to all other PRIMARY_CONTEXT registers. Similarly, a write to
SECONDARY_CONTEXTO causes the same context value to be written to all other
SECONDARY_CONTEXT registers.

Sun4v provides a minimum of 13 bits of context (bits 0 through 12). Further bits (from 13
and up) may be provided as an implementation dependent feature. The maximum number of
bits for a given hardware platform are given as a property in the guest's machine description.
Privileged code is responsible for honoring the number of bits supported by hardware.

4.4.4.1 Programming note

The policy of how privileged code chooses to use the primary and secondary context
registers is beyond the scope of this document. However, because sun4v only guarantees the
existence of PRIMARY_ CONTEXT0 and SECONDARY_CONTEXTO it is recommended that
these be used as process private context registers, while any remaining context registers be
used for possibly shared context address spaces.

4.4.4.2 Translation conflicts

For sun4v platforms that implement more than one primary and more than one secondary
context register privileged code must ensure that no more than one page translation is allowed
to match at any time.
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An illustration of erroneous behavior is as follows: an operating system constructs a
mapping for virtual address A valid for context P, it then constructs a mapping for address A
for context Q. By setting PRIMARY_CONTEXTO to P and PRIMARY_CONTEXT1 to Q both
mappings would be active simultaneously - potentially with conflicting translations for
address A.

Care must be taken not to construct such scenarios.
To prevent errors/data corruption sundv processors will detect such conflicts, flush the
TLB, and issue a {data/instruction}_access_exception.
Barrier rules

By definition changing either the primary or secondary context registers has side effects on
processor behavior. The following table describes the behavior of a St xa to these registers.

@TL=0 @TL>0
PRIMARY_CONTEXT undefined; privileged code should not membar #Sync, DONE or RETRY are
change PRIMARY_CONTEXT at required for effects to be guaranteed
TL=0 observable, otherwise results are
undefined.

SECONDARY_CONTEXT | membar #Sync is required for effects membar #Sync, DONE or RETRY are

to be guaranteed observable, required for effects to be guaranteed
otherwise results are undefined observable, otherwise results are
undefined.

4.5 Translation mappings

Privileged code describes virtual to real address mappings to manage its virtual address
spaces. These mappings are declared either as translation table entries (TTEs) in a translation
storage buffer (TSB) described in section 14.1, or can be established directly by the use of the
hypervisor API call mmu_map_perm_addr (§14.7.7). This call can also be used to establish a
limited number of “locked” mappings for which privileged code cannot tolerate an MMU miss
trap.

4.6 MMU Demap support

Privileged mode demap operations become hypervisor API calls.

It is important to note that sun4v provides a coherent demap capability for the privileged
mode. The demap API call takes a list of virtual CPUs for which the demap operation is to be

applied.
The following three demap operations are required for sun4v:
Demap Page The translations demapped match the virtual address and context id
designated.
Demap Context the translations demapped match the context id designated.

Demap All this demaps all translations.
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4.7 MMU traps

MMU privilege mode traps are a subset of the MMU traps described in the SPARC v9
specification:

{instruction,data}_access_mmu_miss

shall be generated when a nonprivileged or privileged mode access does
not have a translation in any of the TSBs.

data_access_protection

shall be generated when a nonprivileged or privileged mode access
matches a translation that does not allow the requested action, i.e. store
when TTE write enable field is clear. This also enables software simulation
of a TLB entry modified bit, as well as fast copy-on-write page processing.

To speed processing of a copy-on-write or modified-bit usage, the faulting
TLB entry is guaranteed flushed from the local CPU's TLB upon entry of
this exception. Thus, in the common case, no flush operation needs to be
generated before enabling write permission in the faulting TTE.

{instruction,data}_access_exception

shall be generated as the result of a nonprivileged mode access when TTE
privilege field is set, or as the result of an instruction fetch when the TTE
execute permission bit is not set, or as the result of two conflicting
translation matches for the same virtual address.

fast_{instruction,data}_access_MMU_miss

shall be generated when a nonprivileged or privileged mode access does
not have a translation in any TLB and no TSB is specified for the virtual
cpu.

fast_data_access_protection

shall be generated when no TSB is specified for the virtual cpu and a
nonprivileged or privileged mode access matches a TLB translation that
does not allow the requested action, i.e. store when TTE write enable field
is clear. This also enables sof